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Chaos Shift-Keying Encryption in Chaotic
External-Cavity Semiconductor Lasers
Using a Single-Receiver Scheme

Claudio R. Mirasso, Josep Mulet, and Cristina Masoller

Abstract—in this letter, we numerically show that chaos shift- - scheme [2], [8], the carrier is modulated by the message. Onthe
keying (CSK) encryption can be achieved by using a single receiver, other hand, the CSK scheme [9] is based on the definition of
thl_Js providing a better performance Wher] comparing with the tra- two clearly separated states for bits “1” and “0,” while in the
ditional CSK scheme based on two receivers. We analyze the rateOOSKth t hronized either t bit 1 “0” bei
equation model for two unidirectionally coupled single-mode ex- e s_ys em sync ronlzg eitherto a bi or eing
ternal-cavity semiconductor lasers operating in a chaotic regime. Unsynchronized for the other bit [10], [11]. In all these methods,
The message is encoded in the emitter by slightly varying its in- the intensity of the message has to be small enough to avoid
jection current. We find that under appropriate conditions, the re-  detection in the time or frequency domains. To the best of our
ceiver laser synchronizes to the chaotic emitt_er, filtering the en- knowledge, in the proposed CSK schemes the decoder consist
coded message anq all.owmg messagé extraction. _ ' of two replicas of the transmitting systems, each one configured

Index Terms—lnjectlon-locked oscillator, nonlinear optics, oy detecting either a bit “1” or “0” [9]. Although more secure,
semiconductor lasers (dynamics). this scheme becomes more complicated to implement than the

CMA and CMO schemes, and also the bit rate is smaller be-

I. INTRODUCTION cause the period of modulation can not be smaller than the time
. . : . needed to entrain each of the states at the receiver, as it would
I HE ISSUE of enhancing the privacy in transmitted datalso happen in the OOSK scheme. In this work, we show that

has attracted the attention of many researchers in t . . . ) .
L . K encryption can also be implemented with a single receiver
last years. Historically, software encryption has been use€ ) o .
. . : . and that a high degree of synchronization can be achieved for
since a long time ago. However, in the last decade it has N o . o
. . oth bits “1” and “0” under this condition. Moreover, we show
been proposed that a complementary technique to impr

e : ;
privacy could be implemented by codifying at hardware Ievcce}l}{]at the message can be decoded and the bit rate can be increased

This new technique requires the use of devices (emitters aLH%JtO the gigabits rates, thus, significantly improving the perfor-

receivers) operating in a chaotic regime [1]. Different chaoti02"¢® of the communication system.

synchronization schemes and their applications to encoded
communications have been proposed using electronic circuits,
solid state lasers, fiber ring lasers, semiconductor laserdror our analysis, we use as the carrier the chaotic output
[2]-[14], and microchip lasers [16]. Recent experiments withf a single-mode semiconductor laser subjected to an external
semiconductor lasers, [3]-[6], have shown the feasibility afptical feedback [Master Laser (ML)]. The digital message is
synchronizing the so-called hyper-chaos, i.e., attractors witteacoded by a small variation of its injection current around a
very large number of degrees of freedom. This fact opens thias value. The receiver [Slave Laser (SL)] operates under the
possibility of using such schemes for information encryption aame conditions except that its injection current takes a constant
hardware level. value. The transmitter and receiver lasers are consider as iden-
Different communication schemes have been proposed fmal. The mirrors are positioned such that the external cavity
encoding the message: chaos masking (CMA), chaos moduémgth is the same for both lasers. The output of the transmitter
tion (CMO), chaos shift keying (CSK), aruh—OFFshift keying laser is unidirectionally injected into the receiver laser via an
(O0OSK). In the CMA scheme, the message is not really eaptical isolator. We model both ML and SL by using the rate
coded on the carrier signal but just added to it, while in the CM&quations for the complex slowly varying amplitude of the elec-
trical field £ and minority carriers inside the cavity, that read

Manuscript received October 1, 2001, revised December 10, 2001. This WtL%J
was supported by the Spanish MCyT under Project CONOCE BFM2000-1108

and the European Commission under Project OCCULT IST-2000-29683. G _ 1 . _ 1
Masoller was supported in part by PEDECIBA, in part by CSIC (URUGUAY),%t #(t) = 2 (L +joe, ) (G, Eir+ .. (1)
and in part by the Universitat de les llles Balears.

Il. THE MODEL

t,r

C. R. Mirasso is with the Departament de Fisica, Universitat de les llles + ’YEt,r(t - T)Gﬂuﬁ + I%Et(t - Tc)eﬂwn (1)
Balears, E-07071 Palma de Mallorca, Spain (e-mail: claudio@imedea.uib.es). 1, (t) 1
J. Mulet is with the Instituto Mediterraneo de Estudios Avanzados, E-07078, ,.(t) = ——2% — Ni v — Go | Er o? (2)
Palma de Mallorca, Spain. € Tng, »
C. Masoller is with the Instituto de Fisica, Facultad de Ciencias, Universidad g (Nt N )
(bli i 3 7 Ot, r
de la Republica, Igua 4225, Montevideo 11400, Uruguay. th r(t) _ f,|2 3)

Publisher Item Identifier S 1041-1135(02)01863-3. 14 s|E (2

1041-1135/02$17.00 © 2002 IEEE



MIRASSOet al: CSK ENCRYPTION IN CHAOTIC EXTERNAL-CAVITY SEMICONDUCTOR LASERS 457

with I,(¢) = I + 1,,, B(t) whereB(t) = 1/2 (—1/2) fora “1” 80.0
(“0”) bit and 1,(t) = I,. By modulating the current with the = 600
function B(¢), we do not have two different chaotic attractors, & 40-0
as is the case of conventional CSK encryption, but two states = 200 |
the same attractor associated to the two levels of the transmit ~ 80.0
injection current. The term, E; (t—7.)e™“7 in (1) existsonly 5 600 |
for the slave laser, and accounts for the light injected from th & 40.0
master laser. For simplicity, we assume that both lasers oper: = 20.0 |
at the same wavelength and have the same internal paramet ~ 80.0
The effect of a mismatch between laser parameters has been - 600 r
ready considered and it has been shown that for slightly diffe & 40.0 |
ences the lasers still synchronize [8] , [9], [12]. The paramete = 20.0 |

areg = 1.5 x 10~® ps~! is the differential gains =5 x 107 5 00

is the gain saturation coefficient; = 5 is the linewidth en- & 1.0}

hancement factor, = 1.602 x 10~1° C is the electronic charge, & 0.0 |

7., = 2 nsis the carrier lifetimer, = 2 ps is the photon life- § -1.0 |

H H H H H _ H E - 1 1 'l

time. The photon lifetime of the receiveris = 1.91 ps, slightly 2000 50 00 5.0 20.0

smaller to compensate for the injected powér.= 1.5 x 10 is Time (ns)
the carrier number at transparengy= 30 ns™* is the feedback
rate, s, = (1 — r2)¢/(rinr0) = 80 ns~! is the coupling rate, Fig.1. Panels (a)—(c) output power of ML and SL versus time. (a) ML without

- — 0.556 is the field reflectivi he | rf . message. (b) ML power with a 2-Gb/s message encoded. (c) SL power output.
.70 0.556 Is the fie d e. ectivity at t erase acet, =8 pS_ Panel (d) 2-Gb/s message. Dashed line: Original message. Solid line: Recovered
is the laser round-trip time, antl = 0.51 account for addi- message after filtering process.

tional lossesy = 0.3 ns is the external cavity round-trip time
and7. = 1 ns is the time that the light takes to go from the 80 ———— : ‘ : :
ML to the SL. The bias current i§, = 44 mA (the threshold " () '
current isl;;, ~ 15 mA) andw = 1.2 x 10% ps! is the 60 - T
free-running emission frequency. Equations (1)—(3) are written ; i T
in the reference frame where the free-running emission frequen &
cies at threshold are zero when neglecting spontaneous emi: =’
sion.Fg, (t) are Langevin noise sources that describe sponta:
neous emission processes. They have zero mean and correlati 0
(Fr,()F5 () = 48N, 6, ;6(t —t'), 8= 1077 ns™* being

the spontaneous emission rate. __60r
= |
340 ;
IIl. RESULTS o [
20 |

A pseudorandom sequence of input bits in the nonre- 0 , g } .
turn-to-zero scheme is superimposed on the bias current of th ‘ e — ‘ ;
ML. As a first example in Fig. 1, we plot the output power of O 20 40 60 0 20 40 60
the ML without (panel a) and with (panel b) the input message. ly (a.u.) ly (a.u.)
The output power of the SL is shown in panel (c), while the o )
2GS digital message with an amplitude of 2 mA is sholf? 2., S/Terronzaton diagram e, treautut pane f WL versus 1. Bot
in panel (d) together with the recovered message (after beinga in (b), 7. = 6 mAin (c), andl,. = 10 mA in (d) is encoded through a
filtered). The output of the SL synchronizes with the outptiime variation of the injection current of the ML.
of the ML lagged in time, with a lag time-7. which in all
figures is compensated for. By simply subtracting the input agjram when a 6 and 10 mA amplitude message is added to the
output of the SL, and after using a standard filtering processl.. In these cases, it can be seen how the synchronization de-
the message is clearly recovered. grades associated with the appearance of two parallel lines. We
In Fig. 2, we plot the synchronization diagram, i.e., the outpuiill discuss this point with more detail below. In Fig. 3, we plot
power of the SL versus the output power of the ML. When nilne message and its recovery counterpart, after being filtered,
message is included [panel (a)] the synchronization is almdst three different modulation frequencies. It can be seen that
perfect and a clear 45straight line is obtained. When the mesthe message is always very well recovered allowing a clear dis-
sage is added to the ML [panel (b)] the line becomes broadimction between bits “1” and “0.” Panel (c) displays the case of
although maintaining a reasonably small width. This broadeniagbit rate of 3 Gb/s. Although this frequency is high (the relax-
comes from the fact that the ML current changes flgrn/,,, /2  ation oscillation frequency for a laser with these parameters is
tol,—1,,/2 giving rise to two slightly separated parallel straight-4 GHz) the message can still be recovered. However, we have
lines that for this small modulation amplitude are indistinguishe stress that for these parameters this is the maximum bit rate
able. We also show in Fig. 2(c) and (d) the synchronization dr which we can extract a clear message.
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20 @ ternal-cavity semiconductor laser within the CSK scheme using

10 | . mor f 7 ™ a single receiver. When the injection current of the emitter

0.0 J Ll . . 1 slightly modulated (with an amplitude5% of the bias current)

1.0 ' ‘ Ao ] we are able to encode/decode a digital message. It is important
5 =20 to maintain the modulation amplitude below the limit in order
% 1.0 to prevent decryption of the message by filtering processes. The
o 00 message can be simply recovered by subtracting the input and
§ 10| output of the receiver and using a standard filtering technique.
= 20 This scheme allows for a robust and fast encoding of the

1.0 message, being the largest bit rate for robust message decoding

0.0 | (3 Gbls for our parameter values) below (but of the order of)

-1.0 | the relaxation frequency of the emitter.

2.0

0.0

Time (ns)
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